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o ﬁ%?ﬁm$ﬁﬁﬂD2@‘$&$&4fHfﬁﬂ°?ﬁﬂ9%%ﬁ’ﬁgéﬁﬁw
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!
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A SAR K P PR oaﬂﬁﬁﬁﬁéﬁﬂﬁwﬁ@m%mkﬁ&apimm%pJ$%ﬂ
® %3l 4y (Lock Contention) 1@ 3ix X 2o R4 > #Em F 1T T S 3% si 2 (TARRF W
 (IPC) ¢ & :

1. A %4 1 @ 2L (File Descriptor Passing) 2 %« ¥ 34l ¢ ddcdplz T a @ »C 3
% 51 & 4= 4214 Seccomp j,}ﬁ 220 g P S IIp T B - B e AL R R
( User Notification FD ) o % 7 FHES L ¥ F o Rust TLXF 4T o o s
7 — % UNIX Domain Socket @ﬁ’ T? | % sendmsg() ¥ recvmsg() ##]3t 4 (Ancillary Data)
? ¢ SCM_RIGHTS %3 > 7 i FD 57423y (FD Passing ) o #* 3 3 46iF 7 @ %L ptrace
ke el B e b T 2 2 4k (Context Switch) B4 > @ Z4 A i B B 8% FD #F W £ 7
#2.¢0 Syscall # A2 {2 E 2 > i & ) gl e i o

2. #&* SQLite & » % * p 3&(Write-Ahead Logging, WAL ) 3% 2 & fi f- % # & : § Rust ¥
FTe % 2R XX R A 750 0 2 R R R TR % TypeScript # :#-T &
(MCP Server) o # & SuLiE * p 1%',’%;‘ ?ﬁiﬁ._ﬂﬁ'gﬂ WAL #5V 52 3 B8 T ayh g v %k o &
WAL $557F > B rdkiE€ A4 3 b -wal pAfEY A f Bk FRv 227 (77
IAEEoEF - BTH- FHR ¥ (Rust) ~ % B2tk # i B~4 (Nodejs/MCP)
e 4 (Lock-Free) T 24§ & 7 F4F A it (Persistence) £ %35 =% Lk o
R Mt s fi R R o

=~ ‘5 %/L»E:’Eﬁ % e &%/H r‘a-,,é, Jffr

% AlAgent # SentinelBox P 7- & 7 T B ¥ pd s (4or % socket()) | sHN B PF »

> AT e (Planes) 12 &EH ~ LIS L B8y o FWEFR e B - 977 ¢
7



UNIX

Resol

FEY BAREEEF

Data Planie {C Engine) Linux Kerne Seeurlty Plane {Rust] Interpretation Plane (MOP) User Plane (Reaet)
Al Agent LK
Phass 1: Inlarceplion & Suspension
Exosute genaratod code
o
[
L Trigger syscall scket])
[}
Trap: SECCOMP_RET_USER_NOTIF
Suspend sanchox process °
° Forward notifation (natify_f4)
[Phase 2: Audiling & Kernal Re: 52|
Read addross spaze (prozess n roady
ad ddiess spacs (prosess wn o .
-4
Maich profile securty policy
0
>
Send response (SECCOMP_IOCTL_NOTIF_SEND)
-
Resume with simulated Ermo ([EACCES)
[Phasa 3: Translation & Broadcast]
Log telametry & audit ewents (SGLI WAL)
©
Re cadgast (Seckati)
Plot CPUIRAM tharts & alert log
Q-
P
[Phase 2 Autonomaus Sef-Repair Laap]
Execution failed (Exit Code 1]
- ®
Ruguest lanslate. vilation |} via JSON-RPC
@
Ratum Semartic Feedback & Ropair Suggostions
L]
e Scmantic Gap: Pivat ta local Mock lagic
Degloy repaired soript & Re-execule
=3
Data Plane {C Enging] Linux Kernel Security Plane (Rust] Interpretation Plane (MCP) User Plane (Reaet)

A Agent LK

Bl= ~ SentinelBox z & f#48 3" 2 f?!f’ P A E AR

Interception & Suspension: Al Agent #-#% ;% 7% % » #icdp Fs 45T & (CEngine ) #4 {7 o é A2 5%

F AR 20k enpr et el BE s 70w 2. Seccomp-BPF iEn E € BT w2 g EARK (T
o om A_R3%) £ AR K 5 # 4 (Suspended ) 0 T #-pt F 2351 Notification FD # % 1 §F
ZEFTe (Rust)-o

Auditing & Response: Rust % 474 MR D A7% 2 {5 > H 5w RE process_vm_readv E5 st

B2 # M % (Introspection) ) & 7422 o (BA8 » Hrete & h seef el RHOTL - DT EF %
% Profile % > #v& 1 » T4 &% * SECCOMP IOCTL NOTIF SEND #:#] & £ b 7o 5 %
w0 HeEL ~ AR 0t < 45 3845 (Ermo 0 4 EACCES ¢ EPERM ) ° % < ig s f2c)) ¢
742 > @ B f User Space fcF|#&2 [e é745 8@ % 1k gV iF v 4 P o

Translation & Broadcast: % ff3ctr. FA2chp PF > T4 2hp h BG4 FTX p 3k (@ 2
Syscall ID ~ i& . 4 #c 22 pF I ®ie ) B » SQLite WAL TR E - i #F-T 5 (MCP Server) 4 jp|F
KL TR s pERe Ll it g A1 L8 VE R HTE R K AR (SemantlcFeedback)
B> 248 %*‘v? Socket.io 7 WebSockets - & W i 4H T ARE Y LRI T ¢ (React
Dashboard) > { #7% £ FRERIB A EF P36

Autonomous Self-Repair Loop: Al Agent # H Ja3@ } T < ¥ & 3 4cF] MCP @ w 13 I3 &
FAE ForfE A pri FIARBEE o Vﬂ%ﬂﬁ%ﬁwﬁé’éiﬁﬁ%ﬁﬁ@ﬁ(w
dord A3y Mock BEGf PPy ) T ERMTFAN GG R RS p X 2 2 Pir
& o



UNIX x sufgsi2k 3 PREHEHRL T

~ 7% Linux Namespaces ¥ pivot root =i~ I2 [§ 3
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1. 3%2R & 5 P (Linux Namespaces) fe ¥ @ k35 iF clone() 4 surfel i i@ » 5 £470
2z (Flags) kimsd + 742 - I f i b dmimitg R

o CLONE_NEWPID : #-5 g p chg B (7425 413K 5 PID 1 (Init 742) > % 2 MR8

B H ) § D ERATRE > 7 UTE (7 A2 B (ptrace ) ¥ LI T A o
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Mapping) » # 7 £ FAELIRHE P %5 0L & root(UIDO) 18 » & & i L

T L - ke gt 2 (Unprivileged User ) g & i “,/TT PoRERFZFXER

o CLONE_NEWNS # CLONE_NEWNET : 4 &| [f g3 £ 2 7] % 87 e gt 45 2 dp

(Network Stack )> & Strict % 2 #v& T » e p 7 FF &% F A fx# 0 loopback /i @ »
A g IR G B o

2. A3 pivot root (R P g B IE L B g ¥ # % chroot() ¥ { 1P &0 w1k
FHvds B AR bR g i 8 (File Descriptor) i fie & fehdir() § b & i
i i (File System Escape ) o % 4f 7 ¢t sz # §% /& > SentinelBox 9 171 { % & 2 b
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Host OS Namespace & VFS Tree

5‘ {Host Roat)

fproc (Host PIDs)

User: UID 1000 (Unprivileged)

mount2{fold_root'
ORI o clone(CLONE_NEWPID|NEWUSER|NEWNS [NEWNET)
MNT_DETAGH)

v

Sandbox Isolated View via pivol_root
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(pid == @)

sock_for_monitor I= 3
(dup2(sock_for_monitor, 3) < @) _exit(127);
close(sock_for_monitor);

J r‘t—>&.group7patl‘u, i) )5
setenv("SEN FILE", rt->profile->name, 1); Sigac‘tion sa = (%]
sa.sa_handler = SIG IGN;

sb_log_err monitor_bin, strerror(errno)); sigaction(SIGPIPE, &sa,
_exit(127); 1

execlp(monitor_bin, nt r, ( )

Ryp e g T A A E UNIX F42F 3 (IPC) FHF B 7 258 &k B B 48

L FAEM R K E PP (dup2 K7 )0 3 e (fork) 0 @ T execlp() #
B S b Rust $3428 o 57 3% Rust it 40 IPC i =% » 5 %3 % dup2()
Bt it it PR dlp st T R FD32E = i3 3 (T AR E SN @ R % 4 i 2 (File Descriptor )
S R g e

2. BEREZFL AR HREDYE (setenv BT ) 37 RFEME G Rust 4 PREREF T
e (Telemetry Sampling) » + {742 exec # 2 * setenv() > % C F 3 3| &FH jifie i i

Cgroups v2 FHRCEFTEX R CHB > BEREZF 2 - 84 (Lock-Free) 7% %
sl PR P

3. A® &% SIGPIPE m# 2 % stirf (sigaction % )i & f FARZEwS T > 2/ A FNGFR
RAPSRE A BP LR A B TR § 809 1240 SIGPIPE fUEL ok i i
sigaction() 5 ##-# X 2 5 SIG_IGN (Ignore)’ WAl ¢ $TY % 4E0E i EPIPE A% RA8 K w o
oA e BUER S FALE O REFE -

=~ ZolaResede 2. OverlayFS #% % & seikzt

A s vz el sed (RAM-Backed) #% 4 IR 41 4] > & UNIX & siifafedr 5 (7 427k
B¥ T AE ) Z 0T M AR A 8 R R AL

I pBespe 2 VFS T REEBEC: FASER T mount() P RIE - B AR B
(MS_PRIVATE) # “U4Ie4f 128MB & tmpfs {8 th% 5 5 %2 & - 0 Rit Al Agent $
FHAL A EFELIAFP A ELR LR 2T I HER TR (RAM) Y > 82 185
APEFAN VO LR EREANT 3 RH L R fE s (o marf) > EF H & & P &R
7 umounts ¥ & 2ms p RF BHETF BE o J AR I/O BELEEHRAAFEOTHE > o

2. SREECERBEZ AR RAPFE: 2% OCl 3 B (4 Docker) % $ k% u ¥ &
mount_too revealing() % > &% UH] > A LA F 177 R E Mo ﬁi;‘ﬁ:‘?ﬂ%}i S ILER AR
1P 4 (pivot root) 2% > A3 ggE ® & ¢h 304 T g ¥ (Locked Mounts) 7 merged/proc #J

FE P 2AT procfss Fl e X 2R FIHES (L£v EPERM) RIp #0331 5 L ¥ (rbind )
F A2 /proce gt B :EFL%%#,% (Fallback ) #2221 % % % ® Runtime (4r runc) 2. KL%

PR RERAAAEY A F AL VAL NFRAT 8 KRG 7 o
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Escape ) £ chroot #ji¥ o 3 #4% *
3] R
12 P #(/oldroot )
=2

P
2%

v ?

£ R+ &%—EJ 15 2

MNT DETACH #
VEMRBY BREY AT pEEZENEFREPN T A
BRI DR ALY itz

FA i o
¥2 ik SYS pivot_root

3z e umount2()

2.3 3 fehdir()

PREHEHRL T

TAh %k sl i (File System

FREEFHF RS o AT

3@fg&%ﬁ§ioﬂLﬁﬁﬂl oo i

¢ eniEAh % 4 it #(FD)
[EX il 7= B

[EX

&

OverlayFS Volume Stacking Layout

Merged View (Sandbox File
System)
Unified Workspace (/)

|

Lower Directory (Read-Only)
Base RootFS
(Busybox/Python)

Upper Directory (Read-
Write)
RAM Disk (tmpfs Workspace)

Work Directory (Internal)
Core Metadata (tmpfs)

sb_ofs_setup(

mount (
scratch[ PATH_MAX] ;
f{scratch,

midir(s
mount(”

snprinmtf(
(mount
mount

» procdir,

chdir(merge

umoun
rndir(

n

HH IR F]Z‘;Fé&éﬁRust

scratch, “/

“tmpfs”

£ el 5

*rootfs)

, MS_REC | MS_PRIVATE,

getp

, MS_NOSUID | MS NODEV,

. MS_NOSUID | I“I§ I DE\. | M5_NOEXEC,
MS_BIND | MS_REC,

Wk §

11

;oA SREe 2 OverlayFS A & LB H & % 0
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1

2t 1
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Linux Kernel Space l
Resume Sandbex with
Sandhox Syscall: socket() simulated Errno
Return EACCES to AT Script

Seccomp-BPF Policy

Match NOTIF

Suspend Sandbox Process
Forward ta notify_fd

ioctI(RECY)

User Space fust Monitor

libc:zpoll(h Event Loop

Match JSON Policy

Deny Action

actl{SEND) Response

Bl ~ &> Seccomp ® * ¥ 7 i fvz Bk F 2 & F

rec‘u‘{fd:l RawfFd) -> t(:ec(‘nmpl‘.{nfl‘fi {
n = SeccompN
[ fd, SECCOMP_IOCTL_NOTIF_RECV

* _ » c_void
Some(1ibc: :ENOENT
Err(anyhow!

id_valid(fd: RawFd, id: u64) -> bool {
[ libc::ioctl(fd, SECCOMP IOCTL NOTIF ID VALID

rABRTEEE 5

FTe#3 7 %= B Crate #)d repr(C) L1 FEERA Linux R4
e R A S ENE = AB e 4 SAL IR E P R o APIROT B L ptrace
418 :E 200% 0+ T 2 273 (Context Switch) B4 » & 2% {;L 2t 4 Slow Path & A Az & sies
U PE A O o MR Y e g 2 2 e at B (RTT) "Wt ey e o e B 24 4
RS FRA enpos ? B TR LR P T 2 Rk i TR AR W (4o Syscall41 f2
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N Ty RIS B P

TUEDN FAAFAEZ :};, & %3 (4o connect() 1 sockaddr .féﬁ#%ﬁ v &% open() R REBIEF
B )en i Suef et gy Seccomp i iS4 e args %‘r B B g R cR ﬁm’ihﬁ% &t
20 fRABE AR A p T E B Y AT R R L S (VFS) g e
B pr % (Remote Memory Introspection) v By B gtk 2w 4o B2 Ao o

2. File Read / Seek

Operations
Data Plane: Sandhox Process
Sandbox Virtual Memor }
Linux Kernel Space Space 4 = String Path: ‘Yetc/passwd'
(Located at Target Address)
1. Map Target Virtual

KErneLVlrtual.Fﬂe System: Address
/proc/pid/mem =

Security Plane: Rust Monitor

¥ | Local User-Space Buffer

(Raw Bytes Stream)
Introspection Loop

Bl- - SentinelBox F5# it 3 B m#dp i M 4 7 R

3. Pull Raw Dat

main.rs

p FHEE");
seccomp: :recv(notify fd) {

sysname = seccomp::syscall_name(notif.data.nr);
(action, errno) = policy.lookup(sysname);
fb = fbmap.build(&notif, sysname, &policy.name, action, errno);

Err(e) = audit.lock().unwrap().record syscall event(
exec_id, notif.pid i64, notif.data.nr, sysname,
action_to_. ';tl actmn , errno, signal name, None, &fb.semantic_en)

warn!(?e, ”

a @ UNIX A5 179 > I AL e M Ecdpid ¥ ki3 B 40
BF RS K DR T 2
& B E ek an FLE o Ak sz
BRI A Arfs 0 B R £ AR

ptrace(PTRACE_PEEKDATA) - 7A@ » ptrace & 3 P~-

# (Context Switch ) » A& L~ WHF F ¥ FF €
/proc/<pid>/mem %} % H i L3F Rust vl
AT FAR G - BHERE VFS red 55 28 7 h A 7423 B (std:fs:File::open 2
seek ) Pt ERKFTER T S PO RBE T § Fchie R T 4 (PageTables) € ATp B4R 4 - i B3 (7 A2

I
i

o

4

F PR A (AoEP- open ik LR Fringh R BT~ connect 0 sockaddr i A8 4-dc) 180 A pLIK
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7 ~ Cgroups v2 FiRpefp ' I i3 EF R 7 1

a2V Al AEENEFH EL TR ETF (40 ForkBomb i = CPU 4#fr>
ELeRMARIFFIPEE) ~ 5083 1 EFF5 Cgroupsvl > > % 42 Linux Cgroups v2
(Control Groups) H - [y & Z8 4o 2 dpsh e fmd /) g 8425 £ % Profedp @ f 2204 § o0 Rust
ﬁﬁwéWﬁﬁﬁ“iﬁﬁﬁ?%%ﬂﬁﬁﬁ(%Mm@)ﬁ&%%ﬂﬁﬁ‘ﬁmﬁﬁﬁ L
T

Linux Hosk Cgroups v2 Tree
v

fsys/fs/cgroup/... fsentinelhox

Extract peak resource stats  Read Memory/CPU usage

Rust Monifor Lifecycle & Fallback

A

4, Fetch Final 1. Read
telemetry::read_mem_peak SENTINELBOX_CGROLP
Triggers 00M / Resource
Limit
Some(path) None (Fallback)

r

2. Spawn Telemetry Thread

| 3. Poll Event Loop |

Action:Kill ->
libez:kill{STEKILL)

Data Plang Sandhox
A

Sandbox Processes Area

]

Bl= : Cgroups v2 F iR Pl 2 o "% s fr 340w B

main() -> Result<()> {

udit_for_tele, exec_id, stop

, Ordering::Relaxed);
metry_handle.join();

mem_peal
cpu_us

println! mem_peak / 1824, cpu_us / 1060);
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& UNIX k%% >p @9 » &3 Namespaces e AR I E 2t TR B/ EFH T Tk
A e PRI H (DoS) o & k55 C 37 A2 % Cgroups v2 #241] e U4 »
E o b maine (3 mainrs) ¢ 35§ sl 5452 3 R0 B 5 R P $ﬁ°$AIﬁ
124 AR S AR R R A fedg T % R B (Profile) Az e A ¢ UpF > Linux %< 9 OOM Killer
¢t i EREHE R £ ieArs ¥ SIGKILL 3 b B o £ T 300k 5 BRI T 2900 h 5 Rk
A0 7P ARIED * P i liberkill RGFER e A B e ’ﬁfﬁ'f%i#ﬁﬁﬁiﬂ”ﬁ CaE S B
o AR R AT IR % E i F B (Unprivileged Container ) shil=3 8 » % vk 30 k7
sp if &' % (Graceful Degradation) # # W vs » § %R 7 L 3% cgroup B e B o T é p
# 02 % Telemetry $R$c3L 74 > sd % Seccomp 487 E R A svetel g e %> = 2 §08p07 4
W T 2 BT SINF DR ER

I 2 & Rust

>‘1

py
S

¥

sl

COFEAL L T e R A TR

Rk 4 € 4 54 ) Sl 12483885 (4o EPERM ~ EACCES) % LLM #r£4| 8 ma 2 42 2
FrREanE iR ¥ ER AL I BB RS HEIDETR o & k0 FL?%%$§€$‘3]§
(Semantic Translation Engine) % 5 4% - f § #-% v F AT & chde i seed o 4755 B dicdy o
AE¥tPRiE & F Ahph 3t 4 (FeedbackMap ) » #-H 35 L E £ |22 3 B4 HK 7T
(Remediation Hint) 1@ SR FE &R FT 4 > T 8-H #5814 4% 5 MCP (Model Context Protocol ) %
Wi ik 0 BF AR E EHE T 4o B N AT o

Security Plane: Raw Audit Input

SeccompNotif
(PID / Syscall: 41 / Errno:
EPERM)

Control Plane: Translation Engine

seccomp::syscall_name(41)
-> 'socket’ feedback::FeedbackMap::load()

(

v v v——

Semantic Mapping Engine

v

lAppHcation Plane: LLM Contpxt

fh.semantic_zh fh.remediation
(FEEAERAER) (AT BF1£/8 HINT #E755])

s -

Standard MCP JSON Payload
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main() -> Result<()> {

mapping path: pathBuf = env_or("SENTINELBOX MAPPINGS", ™./m

fbmap = feedback::Fee

ad (&mapping_path)
IRR") 5

notif = seccomp: :recv(notify fd

sysname = seccomp::syscall name(notif.data.nr);
action, errno) = policy.lookup(sysname);

fb = fbmap.build(&notif, sysname, &policy.name, action, errno);

eprintln! ("[SEMANTIC] {}",

semantic_zh);
eprintln! (" HINT )

}", fb.remediation);

EITE kA% 2P EE R AlAgent 3 & BT & FEHK L [ N s e e
WA E THREY > A L T AL MR e A KRR E 2 FREFTE > 7
A~ BTk POSIX 43545 B £ 5 3 E:m%;r% AT 2 R o fEF5 I EH R

w0 BF A syscall_feedback.json % 23E 65 AL ph it B3N R 8453847 4] & (eprintln!)

PERAEGNA AR A Y R ERER e n T 2 F A 2 REFAND TR AR
iz 4 51 4k 7 (remediation ) o g 2 HEK S # G

£

LA AL R AR TR PR (RiES S

= hggfE2 Socket @A) FFERACIF P AR 515 @ U m ks 2 K MCP TR

B R AR o JSON Payload » j$GF & & & ikl 80 AP RIL e s o7k o

-

o~ PR kg

i

AEREIEHEY LA N E2 pH b pEEE (tests/run tests.sh) o A

A strict |7 &R P
(Profile) T & ¥z v BR ¥ 7 5%rA> %ﬁ."lﬁuﬁ' oo #’“’#'J;”xki’ Monitor T pFiE & & &1k

kSR T e b S 2 B e T R LR P thAe A ¢

A

PRI * LR RIS HE P R TR TR & B p sk
hello.sh LHF R R E write, execve MR F R T W IREL T [PASS]
hello (rc=0) "gwg % & -
mal_network AR REF M socket (family 1/2) FE T T e
EPERM [SEMANTIC] % 2i& ¥
HINT &% -
mal_mount HER Dy R mount oo ik (TALETRI AT ) > By
SIGKILL 4 #5_ Bad system call -
oom bomb  FERMFTALELHF  mmap/dd R P REEFLET FFEEIEL RS

A e Pt BT AERABET
#. = ~ SentinelBox PIFEYMrA I » 2 Fr o [EUTEI T £ B YR £
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=== TEST: hello ===
/home/devcontainers/mcp-sentinel-box/core/build/sentinelbox --profile=strict --rootfs=/home/devcontainers/mcp-sentinel-box/rootfs/busybox --monitor=/home/devcontail
rs/mcp-sentinel-box/monitor/target/release/sentinelbox-monitor -- /bin/sh /tmp/hello.sh
[06:08:09.048] [ERR ][pid=29445] BBIL cgroup KB /sys/fs/cgroup/sentinelbox.29445: Read-only file system (CZEEZBEM cgroup delegation? )
[66:08:09.048] [WARN] [pid=29445] cgroup EEIZskH @ MEEHITEEIIRIRG
monitor E{®) profile name="strict" profile dir="./profiles" cgroup_path=Some("/sys/fs/cgroup/sentinelbox.29445")
eBPF probe EABE (prototype PEEEFRENA » R src/ebpf/mod.rs)
policy @ ASEEE rules-28
feedback mapping B{ATERL entries-32
[@6:08:09.@62] [ERR ][pid=29445] open(/sys/fs/cgroup/sentinelbox.29445/cgroup.procs) %f: No such file or directory
[@6:08:09.062] [WARN] [pid=29445] #E;XIE child MOA cgroup (BIAE delegation SREETE)
BEUkE sandbox child Mz notify fd ALETERFITEALE exec id-11 child pid-Some(29447) child cmd-Some(”/bin/sh /tmp/hello.sh™)
A seccomp HFEE
[sample] hello from inside sandbox
[sample] uname=Linux sentinelbox 5.15.167.4-microsoft-standard-WSL2 #1 SMP Tue Nov 5 @@:21:55 UTC 2024 x86_64 GNU/Linux
[sample] uid=6 gid-e

monitor 5 exec id-11
[monitor] FATTHHE : mem peak=0 KiB cpu total=8 ms
[sentinelbox] f&H#E . sandbox_rc=6 mem_peak~@ KiB cpu_total=e ms
[e6:08:09.220] [WARN] [pid=29445] rmdir cgroup /sys/fs/cgroup/sentinelbox.29445 S%B: Read-only file system
[PASS] hello (rc=e)

=== TEST: mal network —=
/home/devcontainers/mcp-sentinel-box/core/build/sentinelbox --profile=strict --rootfs=/home/devcontainers/mcp-sentinel-box/rootfs/busybox --monitor=/home/devcontaine
rs/mcp-sentinel -box/monitor/target/release/sentinelbox-monitor -- /bin/sh /tmp/malicious_network.sh
[06:08:09.221][ERR ][pid=29455] 3L cgroup kB /sys/fs/cgroup/sentinelbox.29455: Read-only file system (EFEfM cgroup delegation? )
[06:08:09.221] [WARN] [pid=29455] cgroup EEITZEHY » MEHTTBE R RIRH
monitor BB profile name-"strict" profile dir-"./profiles™ cgroup path-Some("/sys/fs/cgroup/sentinelbox.29455")
eBPF probe B ABkIA (prototype BEEEREIA » B src/ebpf/mod.rs)
policy BATEFE rules-28
feedback mapping B AFEHE entries-32
[@6:08:89.227][ERR ][pid=29455] open(/sys/fs/cgroup/sentinelbox.29455/cgroup.procs) k8 : No such file or directory
[06:08:09.227] [WARN] [pid=29455] #EZIB child A cgroup (RIBE delegation FKRERTE)
B E sandbox child M#3EY notify fd WECERHMITHIME exec_id-12 child pid-Some(29457) child cmd=Some("/bin/sh /tmp/malicious_networ

k.sh™)
#EA seccomp BHFER
[mal net] B nc 4 example.com:8e ...
[SEMANTIC] E2iR#H | EH7E profile lstrict) REIL socket (family=1) o
HINT -+ BRAIDESMASERTHNER ; & profile FILEFRHFARELR -
[SEMANTIC] ERIER | @H7TE profile lstrict) REIL socket (family=1) o
HINT » BRRIDESMASERFNER ; & profile FILEFHFARELR -
[SEMANTIC] E2ER | EHTE profile lstricty AEIL socket (family=2) o
HINT -+ B ESNEEEEFAEE ; & profile BIHEFAARER -
nc: bad address ‘example.com’
[mal_net] &SR (F8HA | # SentinelBox iW#EE)
monitor #&%R exec id-12
[monitor] #A{THEE : mem peak=e KiB cpu_total=e ms
[sentinelbox] #55R#EE : sandbox rc=0 mem peak~@ KiB cpu total=e ms
[@6:08:89.388] [WARN] [pid=29455] rmdir cgroup /sys/fs/cgroup/sentinelbox.29455 5%cB: Read-only file system
[PASS] mal_network (rc=e)

=== TEST: oom bomb ==—
/home/devcontainers/mcp-sentinel-box/core/build/sentinelbox --profile=strict --rootfs=/home/devcontainers/mcp-sentinel-box/rootfs/busybox --monitor=/home/devcontain
rs/mcp-sentinel-box/monitor/target/release/sentinelbox-monitor -- /bin/sh /tmp/oom bomb.sh
[06:08:09.551][ERR ][pid=29460] #IL cgroup Bl /sys/fs/cgroup/sentinelbox.29469: Read-only file system (BEEfM cgroup delegation? )
[06:08:09.551] [WARN] [pid=29469] cgroup BBIIKR @ BERITEERIRIRSE
monitor B{E) profile name="strict" profile dir-"./profiles" cgroup_path-Some("/sys/fs/cgroup/sentinelbox.29469")
eBPF probe E{A BB (prototype BEEEKEIAE » B src/ebpf/mod.rs)
policy B{ASERE rules-28
feedback mapping AT entries-32
[@6:08:@9.555][ERR ][pid=29469] open(/sys/fs/cgroup/sentinelbox.29469/cgroup.procs) %M : No such file or directory
[@6:08:@9.555] [WARN] [pid=29469] #&SEIE child DA cgroup (FJAE delegation KERTE)
EUtFl sandbox child fl3REY notify fd WETERFAITRAME exec id-14 child pid-Some(29471) child cmd-Some(”/bin/sh /tmp/oom bomb.sh™)
A seccomp HFEE

[oom] ECECIEEES. ..
[oom] dd SkB (FEHD : cgroup memory.max AEE¥ oom)
monitor £ exec id-14
[monitor] FITHE : mem peak=8 KiB cpu_total=e ms
[sentinelbox] #&HRHEE : sandbox_rc=0 mem peak~® KiB cpu_total=0 ms
[@6:08:@9.711] [WARN] [pid=29469] rmdir cgroup /sys/fs/cgroup/sentinelbox.29469 %B: Read-only file system
[PASS] ocom bomb (rc=e)

==== JIEHEE: PASS-4 FATI-0 ==-=

=== TEST: mal_mount ===
/home/devcontainers/mcp-sentinel-box/core/build/sentinelbox --profile=strict --rootfs=/home/devcontainers/mcp-sentinel-box/rootfs/busybox --monitor=/home/devcontaine
rs/mcp-sentinel-box/monitor/target/release/sentinelbox-monitor -- /bin/sh /tmp/malicious_mount.sh
[06:08:09.390][ERR ][pid=29461] EIL cgroup kB /sys/fs/cgroup/sentinelbox.29461: Read-only file system (BEEM# cgroup delegation?)
[66:08:09.398] [WARN] [pid=29461] cgroup ERiLSkR @ MEEHITEMERIRE
monitor BB profile name="strict” profile dir="./profiles” cgroup path-some("/sys/fs/cgroup/sentinelbox.29461")
eBPF probe WABLA (prototype FEERFEIA » B src/ebpf/mod.rs)
policy AT rules=28
feedback mapping WASEEE entries-32
[@6:08:@9.394][ERR ][pid=29461] open(/sys/fs/cgroup/sentinelbox.29461/cgroup.procs) %kR: No such file or directory
[06:08:09.394] [WARN] [pid=29461] #E3EIB child MDA cgroup (RATAE delegation FRERTE)
B E sandbox child M#EM notify fd WECEFEITHIME exec id-13 child pid-Some(29463) child cmd-Some("/bin/sh /tmp/malicious_mount.
sh™)
EA seccomp EHFEE
[mal_mount] E& mount tmpfs /tmp2 ...
Bad system call (core dumped)
[mal_mount] mount SR (FEHA @ # seccomp PEIE)
monitor #FH exec id-13
[monitor] FHITIHE : mem peak=0 KiB cpu total=e ms
[sentinelbox] #45HEE : sandbox_rc=1 mem_peak~8 KiB cpu_total=e ms
[@6:08:09.550] [WARN] [pid=29461] rmdir cgroup /sys/fs/cgroup/sentinelbox.29461 2KB{: Read-only file system
[PASS] mal_mount (rc=1)
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FAREFE R LTI ETE R o
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(Graceful Degradation) 4] o @ **30% Tk 5 A 423 L 544 % L 48 Cgroup #Hk S hp » # i
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{ier Ty Fohp it eFFadd Seccomp F£FEPE ) chF sl ERT - g @
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FEREARBE LR AR T T

BEIRERBAPBHFET G > k%d CHFT A" Linuk Pe R FIEANhLIE
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